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NMONTNTUKA
MH(OPMALMOHHON 6e30MacHOCTK

TepMuHbI 1 ONpefeneHns
Be3onacHoOCTb MepcoHasibHbIX faHHbIX - COCTOfHME 3aWMLEHHOCTU MepCOHabHbIX
AaHHbIX, XapakKTepudyemoe CNOCOOGHOCTbIO MNO/Mb30BaTeNneil, TEXHUYECKUX CPeAcTB U
NH(GOPMALMOHHbIX TEXHOMOrMin o06ecrnedynTb KOHMPUAEHUMANbHOCTb, UEAOCTHOCTL W
JOCTYMHOCTb NMEePCOHaNbHbIX AaHHbIX NpPU X 06paboTKe B MHPOPMALMOHHBLIX CUCTEMAX
NepcoHanbHbIX LaHHbIX.
JocTyn B onepaynoHHyk cpefy KomnbloTepa (MHMPOPMALMOHHOW CUCTEMBI
MepcoHasibHbIX [JaHHbIX) - TMOJyYeHMe BO3MOXHOCTM 3anycka Ha BbINONHEHUE
WTATHbIX KOMaHfA, (YHKUW/A, npoueayp oOnNepaymoHHONW CUCTEMbl (YHWUUYTOXEHMUSA,
KONMMpOBaHUA, NepeMeLleHmnsa 1 T.1.), UCNONHAEMbIX ()ailnoB NpUKNaAHbIX NPOrpaMm.
JocTyn K MHGopmaymum - BO3SMOXHOCTb MOMYUYEeHUA MHPOPMALLMN MU ee UCNONb30BaHMA.
NoeHTupmKaumm - npuceoeHme cybbekTaM U 06beKTaM AOCTyna uaeHTUgmUkatopa u
(unn) cpaBHeHWe NpPeabABNAEMOro UaeHTUUKaTOpa C NepeyHeM MPUCBOEHHbBIX
NAEHTU(HNKATOPOB.
MHpopmMauMoHHasas cuctema nepcoHasibHbIX faHHbIX - COBOKYMHOCTb COAepXalmxcs
B 6a3ax fJaHHbIX NepCcoHaNbHbIX AaHHbIX U 06ecneynBaroLWMX UX 06paboTKy
MHPOPMaLNOHHBIX TEXHONOTUA N TEXHUYECKUX CPeaCTB.
NCcTOYHNK yrposbl 6e30MacHOCTU MHMOpMaunm - cybbekT focTyna, MaTepuanbHblii
00BbEKT MAM (U3NYEeCKoe SABNEHUEe, ABAAKOWMECA MNPUYUHON BO3HWKHOBEHMA Yrpo3bl
6e30NacHOCTU MHGpOPMALLMN.
KoHTponupyemas 30Ha - 3TOo MPOCTPAHCTBO, B KOTOpPOM NCKJTIOYEHO
HEKOHTponupyemoe npebbiBaHWe COTPYAHWUKOB U  MNOCETUTeNleld  onepatopa W
MOCTOPOHHMUX TPAHCMOPTHbLIX, TEXHUYECKUX U UHbIX MaTepuanbHbIX CPeACTB.
HecaHKUMOHMpPOBaHHbIA [OCTYNn (HeCaHKLMOHWPOBaHHbIE [AENCTBUA)- [OCTYN K
MHopMaLUM unn AeicTBUA € MHPOpMaLMell, Hapywarlwme npaBuia pasrpaHUYeHuUs
JoCTyna C UCNOJIb30BaHWEM LWTaTHbIX CPeAcTB, NMpefocTaBAsieMblX UWHHMOPMALUOHHbBIMM
cCUCTeMaMn NepcoHanbHbIX LaHHbIX.
O6paboTKa nepcoHanbHbIX fAaHHbIX - Aw6oe pgeicTeme  (onepayuns)  wunu
COBOKYMHOCTb fAeicTBUIA (onepauuin), coBepllaeMbiX C WCMNONb30BaHMEM CpeacTB
apTomaTumsaumn unm 6e3 UCNONb30OBaHUA TakKUX CPeACTB C MePCOHaNIbHbIMU AaHHbIMW,
BKNOYas cbop, 3anucb, cucTemaTusayWuii, HaKoONAeHWe, XpaHeHWe, YTOYHeHUe
(o6HOBNEHME™ M3MEHEHME), M3BJIeYEHUEe, UCMNONb30BaHWe, nepefayvy (pacnpocTpaHeHue,
npegoctaBneHne, focTtyn), obesnnyunBaHue, 6N0KMpoBaHUe,yaaneHne, YHUUTOXEHME
NepcoHanbHbIX AaHHbIX.
OnepaTop - roCyfapCTBEHHbIA oOpraH, MyHUUMNaNbHbIA OpraH, HPUANYECKOE WN
(hn3nmyeckoe NNLO, CaMOCTOATENIbLHO WX COBMECTHO C APYrMMMW NULaMU OpraHusytolmne
n (Mnn) ocywecTenaowme obpaboTKy nepcoHanbHbIX AaHHbIX, a TakKXe onpegenstowmne
uenn o6paboTKM NepcoHasbHbIX [AaHHbIX, COCTaB MEPCOHaNbHbIX LaHHbIX, MOANeXalinx
obpaboTke, gecTBma (onepaynmn), copepiaeMble C MEPCOHaNbHbIMU JaHHbLIMM.
MepcoHanbHble AaHHble - f0b6asd UHPOpMaALUA, OTHOCALLAACSH K NPAMO WAM KOCBEHHO
onpejeneHHoOMy wau onpegensemMomy @usnyeckomy nuuy (CyO6bekTy nepcoHanbHbIX
[JaHHbIX).
Monb3oBaTenb WHPOPMALMOHHON CUCTEMbl MNepPCOHaNIbHbIX JAaHHbIX - UL,
yyacTByluwee B (QYHKLAOHUPOBAHUN WHGPOPMALUOHHOW CUCTEMbI MNEPCOHaNbHbIX
JaHHbIX WM UCNONb3ytoUlee pe3ynbTaTbl €6 (PYHKLUOHUPOBAHUS.
MpaBuna pasrpaHNyeHnsa p[ocTyna- COBOKYMHOCTb TMpaBua, pernameHTUpyLmx
npaBa AocTyna cy6beKTOB AOCTyna K 06beKTam gocTyna.
Pecypc WH(pOPMaLMOHHOW CUCTEMblI - WUMEHOBAHHbI  31eMEHT CUCTEMHOrO,



IPUKIAJAHOr0 WJM amnnaparHoro obecrneueHus QYHKIHOHUPOBaHUS HMHOOPMALMOHHOM
CHCTEMBI.

CpeacrTBa BbIYHCAMTEIbLHOH TeXHUKH - COBOKYNIHOCTb HPOrPAMMHBIX H TEXHHYECKUX
3JIEMCHTOB CHCTEM 00PaOOTKHU JaHHBIX, COCOOHBIX (PYHKUHOHUPOBATH CAMOCTOSTEILHO
WJIM B COCTABE IPYTHX CUCTEM.

CyobekT pgoctyma (cy0ObexkT) - JIHLO WM [poOUECC, JEHCTBHA  KOTOPOIO
perylaMeHTHPYIOTCS NPaBUIAMHU pa3rpaHUYCHHU LOCTYIIA.

Texnuueckue cpejacra HHPOPMANHOHHON CHCTEMBbl NEPCOHANLHBLIX JaHHBIX -
CpeACcTBa BBHIUMCJIUTCIBHON TeXHUKHU, UHPOPMAIMOHHO-BBIYHCIUTEIbHbIE KOMIITIEKCHI U
CeTH, CpeJCTBA M CHCTEMbI mepejauu, npuemMa U oOpabOTKH NEePCOHaNbHAIX JAaHHBIX
(cpemcTBa W CHCTEMBl 3BYKO3allMCH, 3BYKOYCHJICHHMS, 3BYKOBOCIPOHM3BEICHHMS,
neperoBOpHbIE U TeJeBU3UOHHBIE yCTpOHCTRA, cpencTna HU3TOTOBJIEHHUA,
THPQXAPOBAHUS AOKYMEHTOB M Jpyrue TeXHHuUecKHe cpeacTBa oOpaboTKH pedyeBoOi,
rpaddeckoil, Buaeo- U OYKBEHHO-IUPPoBON MHPOpMauuu), NporpaMMHpble CPEACTBA
(omepanMoOHHBIC CHCTEMBI, CHCTEMBl yIpaBicHHs Oa3aMH JaHHBIX H T.II.), CpeACTBa
3alAThl HHPOPMAIIUH.

Vrpo3bl 6€30MaCHOCTH MEPCOHANBHBIX AAHHBIX - COBOKYIHOCTH YCIOBHH H (PAKTOPOB,
CO3JIa0IUX OMNACHOCTh HECAHKUMOHHPOBAHHOTO, B TOM 4YHCJIE CIYYalHOro, AOCTyIa K
[EPCOHAJIBHBIM JIAHHBIM, PEe3YyJbTaTOM KOTOPOrO MOJKET CTaTh YHHYTOKCHHE, HU3MCHCHHE,
OJIOKMpOBaHKE, KOMHPOBAHHME, PACOPOCTPAHEHHE NEPCOHAIBHBIX MAHHBIX, & TaKKe HHBIX
HECAHKIIMOHUPOBAHHBIX ACHCTBMH npu Hx o0O0paboTke B HUHPOPMALIMOHHON cuUcTeMe
MEPCOHANBHBIX JaHHbIX.

Yazsumocrs MCH/Au - HegocTaTok unu ciraboe MeCTO B CHCTEMHOM MJIM HPUKIAAHOM
IpOorpaMMHOM (nporpaMMHo-anpapaTHoM)  OOEclleYeHHH  aBTOMAaTH3MPOBAHHOMN
uHQOPMAIIMOHHON CHCTEMBI, KOTOpPOE MOXKET ObITh HCHOJB30BAHO JUIA peaiu3anuu
yrpo3sl 6ezonacHoctu I1J1H.

HeaocTHocTs uHpoOpManum - cOCTOSIHUE UWHEPOPMALMM, [PH KOTOPOM OTCYTCTBYeET
aoboe ee u3MeHeHMe JUOO H3MEHEHHE OCYHIECTBISETCA TOJNLKO MPEAHAMEPEHHO
cyObeKTaMH, HMEIOIIUMH Ha HErO MPAaBO.

[NEPEYEHL COKPALIEHUI
ABIIO - anTUBHpYCHO# NTporpaMMHOE obecrneyeHue
APM - apToMaTH3MpoBaHHOE padoyee MECTO
UCIIIn - uadopMauuOHHAsl CUCTEMA EPCOHANBHBIX JaHHBIX
JIBC - nokanbHas BLIYUCINATENBHAS CETH
HCJl- HecaHKIIMOHUPOBAHHBIA JOCTY
OC - omepanuoHHas cUCTEMA
IIJIn -nepconanbHbie JaHHBIE
[10 - npor‘paMMHOG obecrneuenue
C3U - cpencTBa 3aMTh HHPOPMALIUU
C3I1Jln - cucTema (rmojacucTemMa) 3alUThl MEPCOHATBHBIX
JTAaHHBIX
TKYU-Trexuuyeckue KaHaabl yTe4kd UHGOPMaLUH
VYBIIJ{H -yrpo3sl 6€300aCHOCTH NEPCOHAIBHBIX JaHHBIX

BBE/IEHUE

Hacrosimas Ilonutrka wHpOpManumonuoidt GeszomacHocTu (nanee Ilomutuxa)
MBOVY «Hetbpunckas COI um. FO. JIéskuna» bpsiuckoro paiiona (manee Onepartop)
pazpaboTaHa B COOTBETCTBUHM ¢ I[EIsAMH, 3ajadaMH ¥ [PUHIUNAMH OOecleYeHHs
0e30TacCHOCTH NEPCOHANBHBIX JaHHBIX. [lonnTHka pa3zpadoTaHa B COOTBETCTBHHU C
TpeOOBaHUSAMH HOPMATUBHBIX JIOKYMEHTORB!
- Gdenepanpuoro 3akona ot 27 wuions 2006 1. No 152-03 «O nepcoHalbHBIX
JIAHHBIX»;
- [Toctanosnenust IlpasurenbctBa «OO0 yTBepkjeHAnW TpeOOBaHHN K 3aluuTe



NepcoOHANBHBIX  JAHHBIX NpH HX o0o0paboTke B HHPOPMALHOHHLIX CHCTEMAX
nepcoHaJpHbIX AaHHBIX» OoT 01.11.2012r. Nel I 19;

- Ilpukaza «OO yTBEepXJEHWH COCTABa W COJAEPKAHHWS OPraHHM3ALUOHHBIX H
TeXHHYECKUX Mep o obecmeuyeHHI0 O€30MaCHOCTH IEPCOHATBHBIX JaHHBIX IIpU HX
06paboTke B MH(QOPMAaIMOHHBIX CHCTEMAaxX MEePCOHATLHBIX JaHHBIX» OT 1 8 QeBpans
2013 r. ®CTOK N 21.

B Tlomutuke omnpenenensl Ttpebosanms k uepconany HMClI[In, cTenens
OTBETCTBEHHOCTH TEpCcoHana, CTPYKTypa M HEoOXOMUMBIH YpPOBCHb 3alUILEHHOCTH,
CTATYC W MOJDKHOCTHBIE OO0SM3aHHOCTH COTPYJIHMKOB, OTBETCTBEHHBIX 3a obecreueHue
6e3zomacHocTH nepconanbHbix AanHblX B MCIIIH Oneparopa.

1. O0uue moJ10KeHnst

Henbto nHactoawel IlonuTnku sBisercs obecnedeHne 06e30MacHOCTH OOBEKTOB
3amuThl Orneparopa OT BCEX BHJAOB YIpO3, BHEIIHMX M BHYTPEHHHUX, YMBIUUJIEHHBIX H
HernpeHaMePECHHbBIX, MUHUMH3ALH yinepda 0T BO3MOXKHON peanusanuu Y BI/IH.

Meppl mo obecneueHUIO0 0€30NMaCHOCTH IEPCOHANBHBIX JAHHBIX IPUHUMAIOTCS JUIS
3aMUTHl NePCOHATBHBIX JAHHBIX OT HENPAaBOMEPHOIO WM CIy4dalHOro JOCTyNa K HHUM,
YHHUYTOKCHHS, M3MEHCHHUS,  OJOKMpPOBAaHHUS,  KOMUPOBAHUA,  NPEAOCTABIICHMSA,
pacmpoCcTpaHeHUs NEPCOHAIBHBIX JaHHBIX, 4 TAK)Ke OT WUHbIX HENIPABOMEPHBIX AEHCTBUH
B OTHOLIGHUH MMEPCOHAIBHBIX JaHHBIX.

Nudopmanus w CBsI3aHHBIE C HEW pecypchbl JOJKHBI OBITH JOCTYIHBL JJIs
ABTOPU3OBAHHBIX  ToJb3oBaTened.  JOMKHO ~ OCYyWIECTBISITBCS  CBOEBPEMEHHOE
oOHapyXXeHue U pearupoBanue Ha Y BIIJIH.

JIOHO OCYHIECTBIATHCS MPEAOTRBPAIICHUC - TPEAHAMEPEHHBIX HMIIH CIIydyalHBIX,
YAaCTUYHBIX MM TOJHBIX HECAHKIMOHUPOBAHHBIX MOJAHUGUKAIUM HIM yHHUITOKECHUSA
JIaHHBIX.

2. O6aacrsb gecTBUs

TpebGoanusi Hacrosimed [lonMUTHKM pacnpoCTpaHAIOTCS Ha BCEX COTPYIHHUKORB
Onepatopa (IITaTHBIX, BPEMEHHBIX, padOTaAIOLMX MO KOHTPAKTY M T.M.). a TakKKe Bcex
NpOYMX NHIl (KOHTPArcHTOB).

3. Cucrema 320U THI NEPCOHATBHBIX JAHHbBIX

Cucrtema 3auuThl nepcoHadbubiX gaHHbIX (C3I1JIH). CTpOUTCS HA OCHOBAHYM:
- NepeyHs MePCOHANTBHBIX JaHHBIX; .

- YACTHOH MOJIENH aKTYQIBHBIX YyIPO3 U BEPOSTHOTO HAPYLUUTENS;

- NOJIOKEHHUH ) pa3rpaHHYeHUH NIPaB AOCTYNa K NEPCOHAIBHBIM JaHHBIM;
- HopMaTHBHBIX TOKYyMeHTOB OCTOK u O®ChH Poccuu.

Ha ocHoBamum 3TUX JOKYMEHTOB oOmpeAeNsercs HeoOXO/JUMBIH ypPOBCHD
samuinesnoc®d 11/In kax ol VCIT/ln Oneparopa. Ha ocHOBaHUM aHalIM3a aKTyalnbHLIX
yrpo3 ©Oezonacuoctu I1JlH omucarmHoro B YacTHOH MOJAE€IM aKTyaJIbHBIX YIpo3 #
BEPOSTHOTO HAPYIIUTENs, AeJaeTcs 3aKII0YeHHe O HEO0OXOMUMOCTH HCIHOJIb30BaHUs
TEXHHUECKUX CPEJACTB M OPraHM3alMOHHBLIX MEpONpHUATUH ans  obecrneueHusd
6e3onacHoctu [IJ[H. BpiOpanHble HEOOXOJMMBIE MEpPONpHUATHS oTpaxaroTcs B Ilmane
MEpONPUSITUH 10 BHYTPECHHEMY KOHTPOJTIO 3a cobOirojieHHeM  0e30MacHOCTH
NepCcoOHaNbHBIX JaHHBIX.

OpraHu3aiuoHHbIC MEPONPUATUS JOKHBI BKIIOYATH:

- 1IpaBOBOE OCHOBaHUE /i cOopa NepcoHaNbHbBIX JAHHBIX:

- ompeJieleHue OTBETCTBEHHBIX JHUII 3a cOOJII0JIEHHEM Mep 0€30I1aCHOCTH:

- 3AMMUTY NEePCOHANTBHBIX NaHHBIX, 0OpabaThiBaeMbIX 0€3 CpeACTB aBTOMAaTU3allHH;

- 3aIlUTY TMEPCOHANBHBIX JJAaHHBIX, 00pabdaTbiBaeMbIX C HOPUMEHEHHEM CpEICTB

aBTOMAaTH3alluH;

- 3aIUTY OOBEKTOB OT XM IIEHUS;

- 3alUTY CHEMHBIX HAKOMHUTEICH, COlepKAIUX MEPCOHANLHBIE JaHHbIE;
- BONPOCHl YHUUTOXKEHHS IEPCOHAIBHBIX JaHHBIX.

B 3aBucumoctu oT ypoBHs 3aumuineHHoctd MCII/ln u axkTyansHBIX yrpos,




C3I1/ld MOXKeT BKJIIOYATh CISAYIOMMEe TeXHHYESCKUE CPEJICTRA:

- 3aIHTHI OT HECAHKLIHOHHPOBAHHOI'O JOCTYIIA K IEPCOHANbHBIM JTaHHBIM;

- AHTHUBHPYCHOHN 3aIIMTHl A5 paboyMX CTAHIUH HMOJb30BaTeNEd U CEPBEPOB;

- MEXXCETEBOI0 DKPAHHUPOBAHUS;

- oOHapyKeHUA BTOPKEHHH;

- KOHTPOJIS 3aIIUIIEHHOCTH MEPCOHAIBHBIX JaHHbIX;

- Kpunrorpaguueckoi 3amurel  uHPOpMALMK, [pU [Oepenade  3aluliaeMoi
uHPOpMAIHH 10 KaHajlaM CBA3H;

- 3aMIMTHl CPEJIbl BUPTYATH3ALHM;

- 3amMThl OT yTeuku 1o TKYH.

4. Tpebosanus k noacucremam C3I1/{n

C3I1JIH MO>XeT BKIIOUATh B ceOsi clleyIolKe MOACHCTEMBL:

- Nneatudukauuu u ayTeHTUGUKAUMU CYOBEKTOB J0CTyna H OOBEKTOB AOCTYyId.
[Moacucrema obecneynBaeT NPUCBOEHHE CYOBEKTaM ¥ 00BbEKTaAM JOCTYIld YHHKAJIBHOTO
npusnaka (MASHTHPUKATOPA), CPABHEHUE MPEABIBAIEMOro CcyObeKTOM (0OBEKTOM)
JOCTyIa HAeHTUHKATOpPA C TepeyHeM IIPUCBOCHHBIX HACHTH(QUKATOPOB, a TakKxke
NPOBEPKY TIPHHAJJICKHOCTH CcyObekTy (00BEeKTy) JocTyna IpEabsBIEHHOIO UM
uacHTuprKaTopa (MOATBEPIKICHHE TOATUHHOCTH).

- VrpaBieHus M0CTYIOM CyObeKTOB pocTyma K obwexTam jJocryna. llogcmcrema
obecreuywBaeT  ynpaBlieHHE I[paBaMud W NPUBHICTHIMHU  CYOBEKTOB  JOCTYyIa,
pa3rpaHHueHHe J0cTylla CyOBEKTOB JocTyla K O0ObEKTaM JOCTylna Ha OCHOBE
COBOKYMHOCTH YCTAHOBJICHHBIX B MH(MOPMalMOHHOM cHUCTeMe TNpaBUJl pa3rpaHUyeHUs
JOCTyHa, a Takke 00ecneunBaeT KOHTPO/b 3a COONMOAEHMEM DTUX IIPABHIL.

- Orpannuenus nporpamMuoil cpensl. [logcmwcrema obecreyuBaeT YCTaHOBKY H
(MNM) 3anyCK TOJNBKO pa3peuieHHOT0 K MCNOJIb30BAHMIO B MH(POPMALUOHHOH cucTeMe
POTPAMMHOTO 0OeciedeHus WK UCKII0YaTh BO3MOXKHOCTh YCTAHOBKH U (MJHW) 3a1ycKa
3aMpPEeICHHOr0 K MCHOJb30BAaHUIK B HWHOOPMAMOHHOW CHCTEME MpPOrpaMMHOIO
obecneucHUs.

- Perucrpanunu coOwitit 6e3onacnoctu. [loacucrema obecnedusaer cOop, 3amuch,
XpaHeHHe W 3amuTy HHGOpMamuu O cOOBITHAX Oe30MacHOCTH B MHQPOPMALHOHHOH
CHCTEME, a TaKyKe BO3MOIKHOCTH IIPOCMOTPHU M aHaiu3a nHHOPMALUH O TAKMX COOBITHIX
U pearupoBaHue Ha HUX.

- AutuBupycHOU  3amuThi. [logcuctema  obecneuwBaer  oOHapyXeHHE B
HHGOPMAIIMOHHON CcHCTEME KOMIOBIOTEPHBIX MporpamMM Ju00 HMHOH KOMIBIOTEPHOMH
WHGOpMAMY,  [peJAHA3HAYCHHOW  IUIsI  HECAHKIIMOHHUPOBAHHOTO  YHHUYTOXEHHUS,
O610KkupoBaHMsA, MOJAUPHKAUMH, KOIMUPOBAHUS KOMIBIOTEPHOH MWHPOpPMALMH HITH
HEeWTpanu3aumud CpeJCTB 3amuThl  WHPOpMALMU, a TaKXKe pearnpoBaHUe Ha
00HApYXKEHHg ITUX NMPOrpamMm 1 HHGOPMALHH.

- Ob6unapyxenuss (npenoTBpainienus) BTopkeHuit. Ilogcucrema obecnednBaeT
obHapyxeHHe  AeHcTBUH B MHPOPMAIMOHHOW  CHCTEME, HalpPaBIEHHBIX  Ha
HECAHKLIIMOHWPOBAHHBIA JAOCTyn K HHPOpMaUMH, CIEUUATBHbIE BO3AEHCTBUS Ha
HHGOPMAMOHHYI CHCTEMY M (MJM) NepcOHalbHBIE JaHHbIE B LEAIX J0ObIBaHMA,
VHHYTOXCHHUS, HCKaXEHUS M ONOKUPOBAHMUS AOCTYyHa K TMEPCOHAJLHBIM JaHHBIM, a
TaK)Xe pearnpoBaHUE HA 3T JICHCTBHSA.

- KonTpons (ananms3a) 3alMIIEeHHOCTH TMEPCOHANbHbLIX JMaHHBIX. lloacucrema
obecrneynBaeT  KOHTPOJAb  YPOBHS  3alUUMIIEHHOCTH  IE€PCOHAJBHBIX  JAHHBIX,
obpabaTpiBacMbiX B HH(POPMAIIUOHHOW cUCTEME, TYTEM IIPOBEIACHUS CHCTEMATHYECKHUX
MEpPONPUATHH 1O aHANKU3Y 3AIMIIEHHOCTH UHPOPMAIMOHHOM CHCTEMBI U TECTHPOBAHHIO
paboTOCTIOCOOHOCTH CUCTEMBbI 3aIIUThl MEPCOHANIBHBIX JAHHBIX.

ObGecneueHus HETOCTHOCTH HMH(POPMAIIMOHHOH CHCTEMbl U IEPCOHAJBHBIX JAHHBIX.
[Toxcucrema obecneunBaeT oOHApykeHHe (HAKTOB HECAHKLIMOHUPOBAHHOIO HapylIEHHUS
HEJNOCTHOCTH HHYOPMAIMOHHONW CHCTEMbl M COJAEpP)KALUMXCS B HEW MNEepPCOHANBHBIX
JIaHHBIX, a TakKXe BO3MOMXXHOCTb BOCCTAHOBJICHUS WH(POPMAIIMOHHONW CUCTEMBI H
COJIepPkKAIUXCs B HEA NEePCOHANBHBIX JaHHBIX.




- Ob0ecnedyeHuss JOCTYNHOCTH MepcoHanbHbiX gaHHbIX. [logcucrema obecrnieunBaeT
ABTOPHM30BAHHBIA  JOCTYI [OJb30BaTeleH, HMMEKWIIUX [paBa MO JOCTYyNYy, K
HePCOHANbHBIM JaHHBIM, COAEpKaIIUMCS B HHOOPMAUMOHHOW CHCTEME, B LITATHOM
pexume GYHKIIMOHUPOBAHUS UHPOPMAHOHHOH CUCTEMBL.

- 3amuTel ¢cpenbl BUpTyanu3anuu. [loacucrema nekiodaeT HECAaHKIIMOHHMPOBAHHEIH
JOCTYI K MEPCOHATBHBIM JAHHBIM, 00padaThiBacMbIM B BUPTYaJbHOU HHPPACTPYKTYPE,
U K KOMIIOHEHTAaM BUPTYaJIbHOH HHQPACTPYKTYPHI U (HUIIH) BO3JICHCTBHE Ha HHX, B TOM
qucjie K CpPeJACTBAM  YIPABIEHHUS BHPTYalbHOM HUHGPPACTPYKTYpOH, MOHHTOPY
BUPTYaNbHBIX MamuH (THIIEPBH30pY), CUCTEME XPaHEHHUs JAHHBIX (BKJIIOYas CHCTEMY
XpaHeHHs: oO6pa3oB BHUPTYaTbHOH HHOPACTPYKTYpHI), CEeTH Iepeiadd JaHHBLIX Yepe3
JIEMEHTHl BUPTYaTbHON MK PU3HYECKONH HHPPACTPYKTYPbl. TOCTEBBIM OMNEPALHOHHLIM
CHCTEMaM, BUPTYaJbHBIM MallMHaM (KOHTEHHepaM), CUCTEME M CETH pENJIMKAlUH,
TEPMHHAJIbBHBIM M BHPTYadbHBIM YCTPOHCTBAM, @ Tak»Xe CHCTEME pE3EPBHOIO
KONUPOBAHHUS K CO3JaBAEMBIM €O KOIHSIM,

- 3amuThl TEXHHYECKUX cpencTB. [lomcucremMa MCKII0OYAET HECAHKIIMOHUPOBAHHBIH
JOCTYT K CTAlMOHAPHBIM TEXHHUYECKUM CpelicTBaM, 0O0paldaThIBalOIIUM HEPCOHANBHEIE
JaHHBIC, cpeacTBaM, obecrneduBaIuM  GYHKIHOHUpPOBAHHE HHQOPMALLOHHON
cucTeMbl (nmanee - cpeiacTBa oOecnedeHus (GYHKIMOHUPOBAHUS), M B IIOMEIICHHA, B
KOTOPBIX OHM IOCTOSIHHO PacIlONIOXEHBI, 00€CHeUYMBaeT 3allUTy TE€XHHUUYECKHUX CPEJICTB
OT BHEIIHUX BO3JCHCTBHUH, a TAKKE 3alUTY NEPCOHATbHBIX JAHHBIX, IPEIACTABICHHBIX B
BH/€ HHPOPMATUBHBIX DIEKTPUUCCKUX CUTHATOB U (PU3UUECKUX MOJIEH.

- 3amuThl KMHPOPMAIIMOHHOW CHUCTEMBbI, €€ CPEeJCTB, C.HCTEM CBA3M M Iepejladyu
nasHeiX. lloacmcrema  oOecnedyuBaeT  3allUTy  HNEPCOHAJIBHBIX  JaHHBIX  IIpH
B3aMMOJACHCTBUN MH(POPMAIMOHHONW CHCTEMBI MJIM €€ OTACIBHBIX CETMEHTOB C UHBLIMH
UHPOPMAIMOHHBIMU CUCTEMAMHU U MHYOPMAIIMOHHO-TEJIEKOMMYHUKAIIHOHHBIMH CETAMHU
MOCPEJACTBOM IIPUMEHEHUS apXUTEKTYPbl HHMOPMAIMOHHOM CHCTEMBI M TPOEKTHBIX
peLIeHH, HaMpaBIEeHHbIX HA o0ecrneuyeHue 0€30nacHOCTH NePCOHANbHBIX JaHHBIX.

- BrisiBlieHUs MHUMAEHTOB W pearupoBaHuio Ha Hux. l[loacucrema obecneunBaer
obHapyxeHwe, HACHTUUKALNIO, aHATH3 HHIUACHTOB B HHPOPMAIlMOHHON CHCTEME, a
TaK)Xe NPUHITHE MEP MO YCTPAHESHHUIO U NIPEeAYIPEKAECHUIO MHIIUJAEHTOB.

- YnpapneHus KoHQUrypanued HHPOPMAIMOHHOU CUCTEMBI M CUCTEMOH 3allHThI
epCOHANbHBIX JAaHHBIX. [loacucTema oOecneyuBaeT ymOpaBlieHUWE H3MEHEHUSIMHU
KoHpurypanuu HHOOPMAUKMOHHONW CHCTEMBI M CHCTEMBI 3allMTHhl I[EPCOHAIBHBIX
JAaHHBIX, aHalW3 HOTEHIUANbHOIO0 BO3ACHCTBHUS [JIAHUPYEMbIX HM3MEHEHHH Ha
obecrieueHue 6€30MACHOCTH MEPCOHAIBbHBIX JAHHBIX, a TAKXKE AOKYMEHTHUPOBAHHUC ITHUX
W3MEHECHHH.

5. Hoaw3zosarean UCITIH

B HCII/I Oneparopa MOKHO BBIACIUTH CJEAYIOMIKE IPYNObL I0Jb30BATEACH,
yvyacTByromuf B 06paboTke u xpanenun [J1H:

- agMuuuctTpatopsl 6e3zonacuocta UCITIH:
- ons3osarenu UCTJH:
- CUCTEMHBIE aJIMUHUCTPATOPHI.

JaHuple 0 rpynmax noJjib30BaTeNsiX, YpOBHE HX J0CTylna U MHPOPMUPOBAHHOCTH
JOJDKEH ObiTh OTpaxkeH B [Tomo)eHHU 0 pa3rpaHUUYCHUH NPaB AOCTYIIA K NEPCOHAIbHbIM
JIaHHBIM.

Anvuuancrparopsl 6esonacuocty MCILH:

AJZIMHEHUCTPATOpOM 0O€30MacHOCTH SBJISETCS IITATHBIM coTpyAaHuk Omneparopa,
OTBETCTBEHHBIN 3a ¢(yHknumonupoBanue C3II/ln, nazHauaercss npukazom Jupexkropa
TUMHA3UH. AJIMHHUCTPATOp Oe30macHOCTH 00saaeT CASAVIOUMM YPOBHEM JIOCTYIIA U
3HAHUH:

- obnagaer npaBaMu aamuHuctparopa MCII/IH;

- ob6nanaet nonHo# unpopmanueit 06 UCII/H;

- UMEET JOCTYN K Cpe/JACTBaAM 3allUThl MHPOpPMALlUM H MPOTOKOJIUPOBAHUA H K
yacTu KiawuyeBbiX deMmenToB MCIIJIH;




- HE UMeeT MpaB JOCTyla K KOHQUIYpUPOBAHUIO TEXHUYECKHUX CPEIACTB CETH 3a
HCKJIFOUEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AIMUHHCTPATOP 0€3011aCHOCTH YIIOTHOMOYEH:

- peaTu30BbIBATh TOMUTHKH O€30MacHOCTH B 4yacTH HacTpoiku CK3M, MexceTeRbIX
PKPaHOB U CHCTEeM OOHApy)XKEHHsS aTaKk, B COOTBETCTBHU C KOTOPBIMH MOJB30BATEilb
nmojydaeT BO3MOXHOCTb padoratsk ¢ anemenTamMu MCII/IH;

- OCYIIECTBATH AYJHT CPEACTB 3ALIUTHI;

- yCTAHABJIMBATEH JOBEPHUTECIbHBIC OTHOIIEHUS CBOECH 3aUIMIIEHHON CETH C JIPYTUMHU
3A0IMIIEHHBIMH CETSMMU.

[Tonn3oBarens UCILIH

[Honezoarenem  MCIIJln  sgBasgercs  mTaTHBIA  cOoTpyAHHK  Omneparopa,
ocymecTBasomuil  odpadorky I[IJIn. OOpaborka IIJ[H BKJIFOYAET: BO3MOXKHOCTD
npocmotpa [1JIH, pyunoit Box II/In B cuctemy MUCII/n, dopmMupoBanne cupaBok H
oTUYeTOB 1o wuHpopmaumu, monydennod wu3z HWMCIIJI. Ilons3oBarens He HMeeT
NONTHOMOYHM JUIg yIpaBieHHus noacucremMaMu oopaborku nanusix u C31/H.
Honpzosatenr UCITAH oOramaeT caeAVIONUM YPOBHEM AOCTVIIA M 3HAHUM:

- obrmamaer BCEMH  HEOOXOAMMBIMH  aTpuOyTaMu  (HAOpUMep, TapoJeMm),
00eCTeUrnBAOIIUMHU HOCTYN K HEKOTOpOMY noamHoxkecTBY I1/1H;

- pacrnojaraer KOHPUAEHIHAIBHBIMU JaHHBIMH, K KOTOPHIM UMEET JOCTYII.
CucTemMHbIE aIMUHUCTPATOPBI:

CHCTEeMHBIM AJIMHHHCTPATOPOM MOIMKET OBITh WITATHBIA CcOTpyaHuK Oneparopa uiau
JAWIla CTOPOHHMX OpraHMu3alui, OCYLWECTBASIOWMX CBOM (HYHKLUHUH Ha OCHOBAHUMU
JIIBYXCTOpOHHETo norosopa. CHCTEMHBIH aJMHUHUCTPATOP HEe MMEET MOJHOMOYHM I
yOpaBJeHUs NojgcucTeMamMu 00pabOTKH TaHHBIX U OB30TACHOCTH.

CHUCTeMHBIM aAMUHUCTPATOp 00Na/JaeT CAEYIOIMM YPOBHEM JIOCTYIA U 3HAHMM:

- obnagaeT YacThiO HWHPOpPMAIMHU O CUCTEMHOM M HPHKIAJHOM HPOrpaMMHOM
obecrreuennn MCIIH;

- ofyazaer 4YacTh HHPOpPMAMU O TEXHHYCCKHX CpeIcTBaX M KOHQUrypauuu
UCITHH:
- uMeeT GU3NUECKHE NOCTYN K TEXHHYECKUM cpeacTBaM oOpadoTKH UHGOpMALIUY U
CpeACTBAM 3alIUThI;

- 3HAeT, MO0 MEHBIIEH Mepe, OJHO JeralbHOe UMS NOCTyNa.

6. TpeboBanus k nepcoHay no odecneyenuro 3amurol [1/1n

Bce corpyanuku Omeparopa, spiswouudecss nonb3zoBarensmu MCIIdH, nomxHB
YETKO 3HATh M CTPOrO RBIMOJHITH YCTAHOBIEHHBIE MpaBuila 1 00S3aHHOCTH 110 AOCTYILY
K 3aIiuInaeMbiM 00beKTaM U COOTIOICHHIO TIPUHSITOrO pexuma OezonacHocTu 1111,

[Ipy BCTyOnJ€HHM B JIOJKHOCTH HOBOFO COTPYJAHUKA HENOCPEJCTBEHHBIN
HaYaJlbHHUK [1OJpa3/CICHUs, B KOTOpPOE OH NOCTymaer, o0s3aH OpPraHu30BaTh €ro
O3HAKOMJICHH® C JOJDKHOCTHOH WHCTPYKIMEH M HEOOXOJUMBIMH JIOKYMEHTAMH,
peraiaMeHTHpYOMmUMHE TpeOoBanus no 3auwutTe [1/lH. a Takxke o0O0ydeHHE HaBBLIKaAM
BBIIOJIHEHUST TPOLEAYp, HEOOXOJHMMBIX I CAHKIIMOHUPOBAHHOI'O HWCHOJB30BAHUS
HUCII/IH.

CoTpyaHuK JNOJKeH OBITH O3HAKOMIIEH CO cBeJleHusiMu HacTosumied IlomuTuxy,
NpUHTHEIX pouenyp padotsl ¢ snementamu MCITn u C3I1/1H.

CoTpyaHuKH Omneparopa, HUCHOJIB3YIOIIHE TeXHUUYECKHE cpeacTBa
ayTeHTU(PUKAIIUH, JOJKHBI obecneunBaTh COXPaHHOCTh HJICHTH(UKATOPOB
(p7IeKTPOHHBIX KMrodel) u He nonyckarh HCJl k HuM, a Taxk ke BO3MOXKHOCTb UX YTEpHU
WJIM HCIONb30BaHUsg TpeThMMH Jnuuamu. [loap3oBarenn HeCyT I1€pCOHAIBHYIO
OTBETCTBEHHOCTH 33 COXPAHHOCTH UACHTUPUKATOPORB.

Corpynuuku Orepatopa AOKHBI CHEI0BAaTh YCTAaHOBJIEHHBIM IpOLENYPaM
nojaaepxanus pexuma OezonacHocTd [1J[H nmpu BeIOOpE M HCHOJIB30BAHUHM Iapoiei
(eclTM HE UCHONB3YIOTCS TEXHHUUECKHE CPeJICTBA ayTeHTHU(UKAIIUHN ).

Cotpyanuku Omnepatopa AOMKHBI —obecneyuBaTs  HAMIEKAUIYH  3aUHTY
o0opyn0OBaHHA, OCTaBISEeMOro 0e3 NpucMOTpa, OCOOEHHO B TEX clyyasx, Koria B
MOMEIIICHUE HMMEIT JOCTYNl HOCTOpOHHHE Hna. Bce mosb3oBaTenu NOJDKHBI 3HATH




TpeboBanus no 6e3zonacHocty [/In u
NpoHenypbl 3alidThl 00OpPYHOBAHUS, OCTAaBJIEHHOTO ©e€3 NPUCMOTPA, a TAKXKe CBOH
0053aHHOCTH 10 00EeCNEeUYeHUIO TAKOH 3alUTHI.

CoTpynHWKaM  3alpeliaercs ycTaHaBiMBaTh [OCTOPOHHEE  INPOTPAMMHOE
obecrnieyeHue, MOJAKIIOYATH JIMUHBIE MOOUJIbHBIC YCTPOMCTBA U HOCUTENH HHPOPMALUH,
a Tak)Ke 3alMHChIBATh HA HUX 3alIMINAEMYI0O HHYOPMALHUIO.

CoTpyaHHKaM 3ampernaeTcs pas3rialarh 3allviaeMyo HHPOPMALUIO, KOTopas
cTajla UM M3BeCcTHA Npu pabote ¢ MHPopMaMOHHEIMU cucTeMaMu OnepaTopa, TPETHUM
JUnaM.

ITpu pabore ¢ [IJn B UCIIJu corpyannuku Onepatopa 00s3aHBl 00eCHeYUTH
OTCYTCTBHE BO3MOKHOCTH npocMmotpa I1/ln tperbumn nunamu ¢ monutopos APM unn
TEPpMHHANOB. |

[Tpu 3asepmennn paborsl ¢ MCIJIH coTpyanuku oOs3anbl 3aluTUTh APM nnu
TePMHHATBI ¢ TOMONIBKD OJOKHMPOBKH KJIKOUYOM MJIM IKBUBAJICHTHOIO CpPeNCTBA
KOHTPOJIsl, HATIpUMEP, JOCTYIIOM HO MapoJjio, eClid He HUCHOJb3YIOTCS 00Jiee CHIBHBIC
CpEeJICTBA 3AIUTHI.

Corpyanuku Onepatopa HAOJKHBL ObITh NPOMHGOPMUPOBAaHBL 00 yrposax
HapyureHus pexxuma 6esonacHocTtH [[/lH M OTBETCTBEHHOCTH 3a e€ro Hapyuienue. OHH
JNOJOKHBI OBITh O3HAKOMIJIEHBI C YTBEPKIEHHOH (GopMajbHONW NPOLENYPOH HaAJIOKEHUS
JUCIUTITAHAPHBIX B3BICKAHUKW HA COTPYJAHMKOB, KOTOpble HApPYIUWIH MPUHATHIE
DOJUTHUKY U npoueayps! 6eszonacnoctu I1J1H.

Corpyauukd o0si3aHbl 0€3 TpoMeUIeHHs coob1mars 060 BceX HAOII0JaeMbIX HIH
NONO3PUTENbHBIX ciiyuasax padorsl MCII[IH, Mmoryumux mnosjedb 3a COOOH yrpo3kbl
OesomacHocTn IIJ[H. a TakKe O BBISBICHHBIX HMH COOBITHAX, 3aTParWBaIOMINX
o6eszomacHocTh I[JIH, pyKOBOACTBY mOJApa3ieleHUss W JIUIY, OTBE€4YaroueMy 3a
HeMeJICHHOE pearupoBaHue Ha yrposnl 0ezonacuoctn [1J1H.

7. OTBeTCTBEHHOCTh COTPYAHHKOB

B coorBerctBuu co ¢T. 24 ®enepansHoro 3akona Poccuiickoli ®engepanun or 27
uons 2006 r. No 152-03 «O mepcoHanbHbIX JAHHBIX» JHIl&, BUHOBHBIE B HAapyIICHUH
TpeboBanuit manHoro enepanbHOro 3aKOHa, HECYT TIPAXKIAHCKYK, YIOJOBHYIO,
aJMHHHACTPATUBHYIO, JUCIUIITHHAPHY O u HHYIO HpeayCMOTPEHHYIO
3aKoHOJaTenscTBOM Poccuiickoit denepaliui OTBETCTBEHHOCTb.

JleticTByomee 3akoHonateabcTBO P® mo3posnsier mpeabsABIATh TpeOOBaHUS IO
obecnevenuto O6e3zomacHo paboThl ¢ 3amuiiaemMold MHPOpMalHed W NpeaycMarpuBaeTr
OTBETCTBEHHOCTh 13a HApPYLWIeHUE YCTAHOBICHHBIX TMpaBHil »Kcnayatauuu OJBM u
CHUCTEM, HENPaBOMEPHBIA AOCTYN K HHpOpMaAlUM, €ClIU 3TH AEUCTBUS NPHUBENH K
YHHUTOXEHUIO, OJOKHpOBaHMIO, MOAMpUKaud HHGOPMAIIMY WITH HApYIIEHUIO paboThl
OBM nnu cereit (crarbu 272,273 u 274 YK PO).

Anmubuctparopsl 0OeszonmacHoctu MCIIJIH HecyT OTBETCTBEHHOCTH 3a BCe
JIEUCTBHUS, COBEPIICHHBIE OT MMEHHM HMX YUYETHBIX 3aMUCEd MM CHCTEMHBIX YYETHBIX
3anuceid, ecnu He aoKa3aH (aKT HECAaHKIIMOHUPOBAHHOIO HCHOJNB30BAHUS YUETHBIX
3alucen.

[Tpu mHapywenusix corpynHukamu Oneparopa - nonbszopareneid UCIIAn npasui,
CBSI3aHHBIX ¢ Oe3omacHocThio [IJ[H, OHUM HecyT OTBETCTBEHHOCTH, YCTAHOBJIEHHYIO
JEUCTBYIOUIMM 3aKOHOaTedbCTBOM Poccuiickoit denepaun.



